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Two Central Functions

e zonesigner — signall: automatically run daily on multiple
machines to pickup zone changes (based on SOA serial)
or freshen signatures, reload zonegen, check key status,
update web page, email notifications.

* keygen — keyall: manually run monthly (or when notified
by zsign) script to generate new keys and sign
keybundles.

e Misc/support
— zonesigner - upsite: create status web page
— zonegen - idlenot: system health checks

— keygen - keybackup: extract encrypted key blobs from HSM and
propagate to backup site

— bind dnssec tools, ntpd
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Normal key rollover

e Based on .se design. Multiple overlapping keys
(effectivity periods) &

 ZSK -three (3) overlapping ZSKs /w staggered effectivity
periods. Only one signs records

« KSK -two (2) overlapping KSKs /w staggered effectivity
periods. Both sign the “key bundle” of five (5) keys &

* Process built into kgen script
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keyindex file:

dn type alg tag publish date start date end date remove date
root KSK 005 64000 19750101000000 19750101000000 19761231235959 19761231235959
root KSK 005 24000 19760101000000 19760101000000 19771231235959 19771231235959
root ZSK 005 24001 19751201000000 19760101000000 19760215000000 19760229235959
root ZSK 005 08000 19760101000000 19760201000000 19760315000000 19760331235959
root ZSK 005 92000 19760201000000 19760301000000 19760415000000 19760430235959
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richard.lamb
Sticky Note
From rfc4641:

"Key effectivity period" The period during which a key pair is
      expected to be effective.  This period is defined as the time
      between the first inception time stamp and the last expiration
      date of any signature made with this key, regardless of any
      discontinuity in the use of the key.  The key effectivity period
      can span multiple signature validity periods.

"Signature validity period" The period that a signature is valid.
      It starts at the time specified in the signature inception field
      of the RRSIG RR and ends at the time specified in the expiration
      field of the RRSIG RR.

"Signature publication period" Time after which a signature (made
      with a specific key) is replaced with a new signature (made with
      the same key).  This replacement takes place by publishing the
      relevant RRSIG in the master zone file.  After one stops
      publishing an RRSIG in a zone, it may take a while before the
      RRSIG has expired from caches and has actually been removed from
      the DNS.

Although the "validity period" (RRSIG expiration-inception value) for the ZSK is 6 days with a "publication period" of 1 day (how often I re-compute the RRSIG and shift forward the validity period), the same keys are used for much longer "effectivity period"s.  One and a half months for ZSKs with new ZSKs introduced approximately every month (within a 1/2 month window). And two years for KSKs with new KSKs introduced every year (within a 1 year window). 


richard.lamb
Sticky Note
; File written on Wed Jul 11 17:13:13 2007
; dnssec_signzone version 9.4.1
arpa.			86400	IN SOA	ns.iana.org. hostmaster.iana.org. (
					2007071200 ; serial
					1800       ; refresh (30 minutes)
					900        ; retry (15 minutes)
					604800     ; expire (1 week)
					86400      ; minimum (1 day)
					)
			86400	RRSIG	SOA 5 1 86400 20070718001313 (
					20070711234313 38787 arpa.
					DKTqB4GbzYdMT7SHgeUZS7AhIkihHwWN6v/c
					ljFw8T5ncf/ZbYuS/Tcv1nQiR1y3iYRS4mEY
					LkCSW1mTm+c061T0GV9x6n4DMIim67GSx8Fi
					jGK5GIkKpweQ8UQ2wZX8+U68LUPuXV/OLbTv
					X5ci4fziz28dv3QwWV6tlej/vk4= )
			172800	NS	ns-dev.iana.org.
			172800	RRSIG	NS 5 1 172800 20070718001313 (
					20070711234313 38787 arpa.
					j9kCcaD2Sx7hrPpAfwb17UdiRtgBuaYEkqaF
					0AsxTZDFnWhbh97Fc9YPPvYjwGYLkEB6M3Vi
					0sCK1H7qrEx57qbwCgyoVe3j9Bm6Xvn/Wtk6
					YK6G32P5a1dt2D9h18lj2wc0x6giivREw3X8
					bd+ZNb8TUUs7fjymCk+oLzn+eec= )
			86400	NSEC	e164.arpa. NS SOA RRSIG NSEC DNSKEY
			86400	RRSIG	NSEC 5 1 86400 20070718001313 (
					20070711234313 38787 arpa.
					OYOXusDaakVDBfVbOZSFt6+zaSfscf9SgduE
					2tRMeklCDSTXfJoze4ZRlWYKqZjQbAgnzOrq
					4MTofHq5lKleDLFzH5jBeawy/OZ0J+zf+vmP
					Bx9oq8daf2QyGfNCzJLdy7+oIfN5cWh5aMko
					ZKG1fdK/WxYc2E9dxxGirSdF1rU= )
			3600	DNSKEY	256 3 5 (
					AwEAAazlnC2/MV7M07nvSCvZ1zQntpziR98j
					mqiKMMlljLc97qdG3Z5hn8EKQzIx7SthwTQY
					QQ97UiINZK2Xcqffst4svAfUKVtQJL1pVQK1
					d3TCC1sWh7P4ki+jeF/0dqseV0MG93cDctDS
					uvSffwdkrreRG1imeWIewp8kPPtLPYRj
					) ; key id = 64242
			3600	DNSKEY	256 3 5 (
					AwEAAbR2Etjo46LtX/ViDEtELddsEy3zz+9U
					kKFasrv8rygyQzUMTCJ9boBDcKin8dHJDNJH
					vW11LUlkvpDjbc/Gp3raykYXdGbXm1NOyiQy
					Vlb82dcgMJYjEVi7RxKe87p2ld/62znjifvU
					QnTg9uPhn0UgU81iKOT1gCRonaY956En
					) ; key id = 38787
			3600	DNSKEY	256 3 5 (
					AwEAAb6RkvOo7HnqxyMnI+pe/U9TmF3h1Bb8
					vvY8SoEZjhAJTxL6Yb2WxJ+F5jS7UTAF1sR4
					csT+kZkxmu8O1hnurKiB5lzm+BSQdr7Jks80
					m43ygZcCKfr7xuxViC6Yw620aOQ7h7Go1QvY
					MqITRrw5S3ajEhUygZKvx2KYibi4RN2d
					) ; key id = 61971
			3600	DNSKEY	257 3 5 (
					AwEAAbl5tGjVB4b5bEdBjkubd6YX31RGQQ6w
					C55777tk+bjpgQlBGszTMuFJcPlaBx67SoT1
					ZOchssCosz8vBTmq17SOVLBv0M5iuRsOIjNH
					ovOnGiCkwBzzOQu72KunuI4VggApRtz/Otic
					2928TMpFI36UjntlopZQwZUy/3ljEgpzYj2t
					8uL4KTs8VZLsmKjdz67ikUfEX3FDHCEOVCQF
					0HY25E64kb6gCK1zo/19N4L0z8Xp4uMOiVNn
					O2WIErv35F6qRsZEe+hECHHVyObf2G8jv9mV
					g4I7+Pd0TWWaMuURsKmu3Q0mTRxwpsfWsDNo
					G2eOLybZiG1CoEqBxsUhGzk=
					) ; key id = 35407
			3600	DNSKEY	257 3 5 (
					AwEAAc3DmfPDjuE4KAy5gjTPqqKfa5n4h/wA
					Yn1Dvz4jwdLZmXlQ1MHJW30Qoo5cXtpId4pN
					eER54+iWrpciJU1A0k3G6CiMEN2ce0PtAQHN
					P/cqZLni2i76axZDdLtJ5vfDPVrvf8NTPIE8
					a2elnGKYr5uThEYRGgAc6BuwBhWrKjFmJKzR
					+ANm3pia5Owc/No9U7otH5by07crtD2tK3kE
					B29nakKACMI4bQlAyP5yctWTvYZ5Cm45Li/P
					drOM3cNbeR9eZSZtCtr0uQKwqOm3GOV2V5yK
					iIBNv8SwJ9XdRUBaMlO5ranwbzf3+mLv4AKV
					MnUEZ1xSqqAWxM7iRBK5TH0=
					) ; key id = 59761
			3600	RRSIG	DNSKEY 5 1 3600 20070715000000 (
					20070626173012 35407 arpa.
					jM6nAn1AxMr1OSwBDLdL1Y8Rxpz2ea6CZtml
					3BsPgaX6qJvelJiWjG4oj3HEAQ1O1p6/ijAD
					U38z/zD06+cjxTgP39AWRdM95ELA/LvPUVGa
					TQHdeD3MwsYBMXzFDo1+dAn0hmNaNWGOvM75
					F7P/wPUsHpUPwguO3ZPrIGSis6RBW17oDm2X
					xdE1Tfi/MJdXRbtXVZyYnQeIKB8pxA4ha25T
					sdyc6uvwfZlUSTWdNGFUCJtki0IR1JyKrLo5
					9xohlAcgS+KvikuNfR64eQLJFzmIB2AkZxph
					x4bFneG98akgaJsWbG06ib0efJPiuV5uvVOs
					XH0Ql1WiFDx/jwiVXw== )
			3600	RRSIG	DNSKEY 5 1 3600 20070715000000 (
					20070626173012 59761 arpa.
					sFYuJ1PDJV5ca26tjxKmO0cAyimPbkDfEarO
					+M5TLBHexn1yWGvWvgmZTzSSAonQtFw4Cx7E
					scKBTPJbHqjqgHP3Njmk0GFl3yEWtOpf/b0d
					kpfPInRkvHRj4LDsCfCbOVsYrF+akP9o4/al
					5/lYRSOCiz+pZY4vkzF5b9GXWZlV7Nn1jHzw
					LV4RzWOjX9qFc8kdalWckkEVK+b+OEryO4kO
					QgIrJw0OkwHHY/nTKpJVzMM8l3AFyVrL34gH
					DBcNta9RUbvoB0xiHBlb7713CANeZzD3r1gz
					B17bXJJCWL55G1EZrLmM7e3+Mf9jGOPVmC13
					kXiu8oCRV5Ws+fIuUw== )
			3600	RRSIG	DNSKEY 5 1 3600 20070718001313 (
					20070711234313 38787 arpa.
					dG1rNwFP7tox6lR160H4uanVB7MjjIZdtUap
					0TnTHIXpgOsCA5dgdMkJumwPl/W1xJQ7R2ly
					s8dhauc4BV9xlIWSwUKM8OAzvyPN2tIqH8f2
					KtZK7FgBw8moyP1no41S/21FVPk2abbeqZGW
					1Qm2JskcHOVC4XRayAwmEuQzQNM= )
e164.arpa.		172800	IN NS	ns0.verio.net.
			172800	IN NS	sec3.apnic.net.
			172800	IN NS	sunic.sunet.se.
			172800	IN NS	ns-pri.ripe.net.
			172800	IN NS	tinnie.arin.net.
			172800	IN NS	e164-arpa.cnnic.net.cn.
			86400	NSEC	in-addr.arpa. NS RRSIG NSEC
			86400	RRSIG	NSEC 5 2 86400 20070718001313 (
					20070711234313 38787 arpa.
					fFN/ltFy4+NCnLWB/6B6AK1RNBzY1Kv/gbTD
					nVCal+NlFC105ybQIdiRM7lBW1ytVKQZXHyE
					hvln2ZEmmMp+w5SLz0DZcipviVUgangKDME3
					9yS6fR2H1OnTduIeEFWzSa5HQ7P2Ea8zDq2X
					U4ai64rdmHQDFxdLe3tQ7vd9K9I= )
in-addr.arpa.		172800	IN NS	a.root-servers.net.
			172800	IN NS	b.root-servers.net.
			172800	IN NS	c.root-servers.net.
			172800	IN NS	d.root-servers.net.
			172800	IN NS	e.root-servers.net.
			172800	IN NS	f.root-servers.net.
			172800	IN NS	g.root-servers.net.
			172800	IN NS	h.root-servers.net.
			172800	IN NS	i.root-servers.net.
			172800	IN NS	k.root-servers.net.
			172800	IN NS	l.root-servers.net.
			172800	IN NS	m.root-servers.net.
			86400	NSEC	ip6.arpa. NS RRSIG NSEC
			86400	RRSIG	NSEC 5 2 86400 20070718001313 (
					20070711234313 38787 arpa.
					bZtP6efVqfe546/s7x7nn8V1BDmBK7mm4xQm
					WWrWI6NJ3rOlVoddoXzRqhuoCSpyPxXvkotV
					60FlNVrVdfzzVbB9nzlrk1hDYEIu1c7sHbHG
					9LBy522Mqe1HSUSNMhICWHoXEhAowUfHGwls
					pqYgyCP7tD19R0sKU0ibyfF1gb8= )
ip6.arpa.		172800	IN NS	ns-dev.iana.org.
			3600	DS	37036 5 1 (
					CF27DEF419EF2D1F75D8E5F2217CDE3B9AE0
					D029 )
			3600	DS	37036 5 2 (
					9EB4837B7F77F84761F52F5D1B14902D8326
					CFF04B74BB868C20754513E11C17 )
			3600	DS	53974 5 1 (
					8EE9EC251A12F19F54FE00107F7A94E001E3
					3CA9 )
			3600	DS	53974 5 2 (
					8FBFCEF50F4D990266632BC7361A84AB6CE3
					588C9570B82A84330C518A8DA863 )
			3600	RRSIG	DS 5 2 3600 20070718001313 (
					20070711234313 38787 arpa.
					EADmhsBl9n3Tv4QGCBb90VJEG3lRUBldc4Ag
					ckADG0Q0tKa/XKMzMpoU96lIKJaFi+t1IuEG
					3/VBnkscOou5dOko4W2hcSLvfIN5wxUupOvM
					YoV72MaeN2NC+K0qqpiCvoUizBfhdJsvIjFj
					EX6ccHo2ThTHp3HSdsLIWna056E= )
			86400	NSEC	iris.arpa. NS DS RRSIG NSEC
			86400	RRSIG	NSEC 5 2 86400 20070718001313 (
					20070711234313 38787 arpa.
					GHcKXrlKKJy6XfSmdLRq4gsMvnAMtVkvPJvA
					9Min1u+cNQV1Ydjopkym4YcB+8lXO9Pvr9IB
					r9GzjCp1VPc1NVViuF6dcsvXxhFZaJBNHZ2D
					7cWK3+JnPz0fiW7lzxrDsQknus0mx441oHXX
					TOwKIqju/qEMlLpJEAkhDN+xfg4= )
iris.arpa.		172800	IN NS	ns-dev.iana.org.
			3600	DS	42061 5 1 (
					AF4F4D5A58E41F37A918EEF427C1089D107A
					BF60 )
			3600	DS	42061 5 2 (
					B44546ECF196B1D1F1290A79011D17EE264C
					B24DA6BF8B74EE1503E8CD8C098F )
			3600	DS	64651 5 1 (
					2972C68B4DA5CB59AA9269196366295E1D88
					67C7 )
			3600	DS	64651 5 2 (
					188ABDD4F6C7651DD0AB73236CD00963B062
					2DB9A316104BE9E7BFBD94116887 )
			3600	RRSIG	DS 5 2 3600 20070718001313 (
					20070711234313 38787 arpa.
					dLCSwyWMP8S+obWBojfvY8xejNTcvmoEGyIJ
					tU4dz2J5RFXsR9VPS+CzuRBDgSHymAgocLh4
					yul3i+mytm6LmKAWRgGJI8rgLC8rzNL7s7I2
					AsAJKPjA7QZU9b3iXA3qZFFdEROfSNKHLQLA
					5uaQxfxVAm187u0y7u4PTMfk1rI= )
			86400	NSEC	uri.arpa. NS DS RRSIG NSEC
			86400	RRSIG	NSEC 5 2 86400 20070718001313 (
					20070711234313 38787 arpa.
					YQCRDJ/4cmjjpyLw/NJU5mU8bW7S4cWUiYTw
					WQb0+cb6DRKznaejt3op1L+5h5bciCOj4J72
					xLamk5o3tR14LSOFD4GzB65pNPkjuIkbKwRL
					LjF+cfcxAO5vL90IZlA+KtsU4DXMEVQC+ETB
					xdlkzBS8LaTZbvLWEqufZGUHwaI= )
uri.arpa.		172800	IN NS	ns-dev.iana.org.
			3600	DS	17398 5 1 (
					E5215EC532ADFA9C9C4F588E1A7922762B1D
					8F2D )
			3600	DS	17398 5 2 (
					6F03B1F1735123CEFAF28164EE79A5FF8F43
					19AD4E2384F16D5C930AD13B196A )
			3600	DS	34249 5 1 (
					DADD2175E6696E01A4CFB6643F9A95A6A1D0
					F866 )
			3600	DS	34249 5 2 (
					A4E3E3F8BB798C7B999832742F7FC708F2FA
					BFC29D5B4416E9C3008AA80E4AF1 )
			3600	RRSIG	DS 5 2 3600 20070718001313 (
					20070711234313 38787 arpa.
					eFfcyt/IGrOIegVPZMc8hN74TnkGV65J0/Gz
					2MJv6PICO3RPLQoRODAkLdl5zbh2MbPBpALU
					KeK8ltf5Ypyn9BDTStd8jMRNpm+M7JpY3qR9
					Nam74O9B/UQueCJ4U479IacvBDaK4juNSafk
					gvXkgSADcW6OmbLnhuFpA3ktPA0= )
			86400	NSEC	urn.arpa. NS DS RRSIG NSEC
			86400	RRSIG	NSEC 5 2 86400 20070718001313 (
					20070711234313 38787 arpa.
					i2dE+eyVX18knxLRFUjoZ0+1vaDnC0h/zniq
					1pfA+hkuVcwoqV3T4Bbr5/KqQdv7QgLxaVfz
					f7PU1vSbew28s1568yQLmxFYspBBtVw2VDAU
					qAOq7uGF7pcqrZ32u4tUiODeGOW7ybcWBVFw
					+d71batulXr2MO8h88e1z/g131s= )
urn.arpa.		172800	IN NS	ns-dev.iana.org.
			3600	DS	65248 5 1 (
					F656CFA7EB507EA99FE60C81A5C3B6BBFBCC
					8055 )
			3600	DS	65248 5 2 (
					25DA58DAEC0129632EE901FA2700BC16807B
					536684D6A2F18CE1B1CFCBE52941 )
			3600	DS	25348 5 1 (
					B411887D5D4F684779E84897EA81C97C7C89
					1F71 )
			3600	DS	25348 5 2 (
					9120547D5E6B08E834E94D7EA3B5EE4256A4
					28076E8AFD049C3EEDBF6A1C2500 )
			3600	RRSIG	DS 5 2 3600 20070718001313 (
					20070711234313 38787 arpa.
					jhGFSJnn2tfI6ZHAZGTf+RBqD7KnN3O7t+ZW
					AUrDm7xUuZlm8fFUOmT9nfY0DsDlq15My2mT
					jySfKKAQXNDis69HuUdhLf5wQGsEP1ZDSczO
					0lt3kbWtWPJSO0NE7c4sg7IrGbm1YUyb/pyl
					cfFSbwYyw2VPXQ55jC60LAgJ9a8= )
			86400	NSEC	arpa. NS DS RRSIG NSEC
			86400	RRSIG	NSEC 5 2 86400 20070718001313 (
					20070711234313 38787 arpa.
					pM6R8fnhvEwLDpT03aJbF/YFDjksm7+wfWAf
					kKZuUg+MfqtIhurSj+sAuF6rFEbF4Cbuwbul
					8DYC+izK5NhfD6PIfAhEWKVbRcezICtVsqDO
					MBrm6ZTD9sWm+ozZkkUHqhYOa2b6D8leT/gk
					lbpya4NRfYwFY2boXJ2t+jEivFw= )


Emergency key rollover

e /SK

— Old — replace key with newly generated “old” key.

— Active — use new or old key to sign and generate a
replacement. Phase out bad key.

— New — replace key with newly generated “new” key.

— DNS propagation delay: Two-phase process when
“close” to a transition otherwise publish immediately.

e KSK

— One - replaced key with newly generated KSK with
the same effectivity period and immediately publish.

— Both — generate two keys and phase out bad keys.
* Process built into kgen script
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Hardware at each site

e 4x Dell 1RU 1950 server

 1x AEP Keyper Pro (FIPS 140-2 Level 4)
external HSM

e 1x KVM console
e Smart cards, Flash drive
* Locked rack within ICANN cage as secure colo
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DNSEC Status Page

https://ns.lana.org/dnssec/status.htm|

Domains: root, arpa,
uri.arpa, urn.arpa,
iris.arpa, ip6.arpa, int
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Questions | have

e Hows It look?

« Compromised key recovery In the face of
lackadaisical users®

— Windows update, anti-virus updates, takrem,
St. Johns,..?

o Simplify HSM/keygen setup ?
 How to detect compromised keys?
* Other suggestions?
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richard.lamb
Sticky Note
Analysis:

During the validation process a resolver recursively asks for DNSKEY material then verifies it with DS records signed by the parent (I tcpdump/sniffed this). (ugly notation: A b.c = request for A record for domain b.c.  K2b.c. = KSK 2 for domain b.c.   (K1,K2,Z)Zb.c. = RRSIG of b.c. key bundle with zone key Zb.c. )
A b.c. ->	
	<- IP, (IP)Zb.c.
DNSKEY b.c. ->	
	<- K1b.c., Zb.c., K2b.c., (K1,K2,Z)Kb.c., (K1,K2,Z)Zb.c.
DS b.c. ->	
	<- DS, (DS)Zc.
DNSKEY c. ->	
	<- K1c., Zc., K2c., (K1,K2,Z)Kc., (K1,K2,Z)Zc.
DS c. ->	
	<- DS, (DS)Z. 
DNSKEY . ->	
	<- K1., Z., K2., (K1,K2,Z)K., (K1,K2,Z)Z.
Validate Z. with K1. and K2.
K1. and K2. match the trust anchors in the end user resolver	

If someone compromises K2. (and assuming we notice this), we generate a new K2. which will no longer match the trust anchor in the lazy user’s resolver (after caches have expired).   So in this case TLDs signed with the old K2. fail.   If on the other hand the ISP or another upstream provider intercepts root DNS requests and has the private K2. key, a false sense of security prevails until the trust anchors in the resolver are updated manually on the user machine, at the upstream ISP’s DNS server used by its customers, or by Windows Update or other such maintenance mechanism.  Although shortening the validity (RRSIG) periods over the KSKs may guard against replay attacks and a ZSK compromise (KSK RRSIG of ZSK good for about a month so for intercepted DNS root server requests, recovery from a ZSK compromise could take this long), it cannot protect against laziness and interception.
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