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More%moving%parts?%
•  Should%we%measure%how%many%moving%parts%our%
systems%need/use?%

•  We%can%see%examples%of%systems%that%are%designed%to%
protect%us%that%have%varying%degrees%of%systemic%
dependencies%
–  Does%not%mean%their%bad,%but%we%should%be%able%to%
understand%what%they%depend%on%

•  Some%systems%offer%strong%assurances,%but%%
– What%do%they%depend%on%
–  How%large%are%their%systemic%dependencies?%
– Will%our%mouse%traps%fit%in%our%houses?%



ACack%Surface%Analysis%

•  We%designed%a%methodology%to%quanFfy%the%
systemic%dependencies%and%used%them%to%
illustrate%aCack%surface%

•  We%measured%DANE%vs.%CA%verificaFon%
– ExisFng%standards%

•  We%are%also%considering%where%else%this%work%
might%apply%



How%our%methodology%works%
•  We%have%to%quanFfy%how%
systems%depend%on%each%other%

•  To%do%this,%we%create%a%
FuncFonal%Process%Digraph%
(FPD)%

•  Use%that%FPD%to%idenFfy%the%
elements%used%by%the%logical%
processes%

•  Measure%the%size%of%the%set%of%
these%elements%
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CA%VerificaFon’s%ACack%Surface%

Network-Delivery Assurances

Object-Level Security

Session-Level Security

DNS
Resolution

WWW/
TCP

Web
Cert CAs

OCSP/
CRL

DNS Footprint

TLS

OCSP/CRL
Server(s)



DANE’s%ACack%Surface%
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How%big%is%this?%
hCp://transUtrust.verisignlabs.com/%

•  Just%consider%the%DNS%porFon%

%
•  TransiFve%trust%graph%of%internetsociety.org%



How%deep%the%delegaFon%chains%are%
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RevocaFon%details%%
(from%CRL/OCSP%URIs)%
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QuanFtaFvely%comparing%these%two%
systems%
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NonUlog%scale%(just%DNSSEC%and%DANE)%
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Kill%chain%analysis%
•  FPDs%may%lend%nicely%to%kill%
chainUanalysis%

•  DisrupFng%a%step%in%an%FPD%
can%render%the%rest%of%the%
process%moot%

•  Example:%failing%in%the%DNS%
stage%renders%following%
processing%useless%
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Our%Technical%Report%

hCp://techreports.verisignlabs.com/trU
lookup.cgi?trid=1120004%



What%else%could%we%look%at?%

•  We%started%evaluaFng%the%systemic%
dependencies%needed%for%candidate%resource%
cerFficaFon%

•  Very%early%thoughts%and%not%fully%evolved%

•  What%might%we%see%with%RPKI?%



How%might%RPKI%look%in%this%light?%



Resources%for%a%single%repository%



Size%of%each%publicaFon%point’s%
systemic%dependencies%



Adding%up%the%surface%



Thoughts%going%forward…%

•  There%are%lots%of%systems%and%protocols%that%
have%dependencies%
– Many%Fmes,%these%dependencies%are%nonUobvious%

•  With%this%methodology%we%hope%to%offer%a%tool%
that%lets%people%start%evaluaFng%what%systems%
depend%on%



Thanks!%

QuesFons?%
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TransiFve%Trust%Checker%

hCp://transUtrust.verisignlabs.com/%

•  OperaFonal%ImplicaFons%of%the%DNS%Control%
Plane,%Eric%Osterweil,%Danny%McPherson,%Lixia%
Zhang,%IEEE%Reliability%Society%NewsleCer,%May%
2011%
hCp://irl.cs.ucla.edu/~eoster/doc/transUtrust.pdf%
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