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Introduction

• The DNS comprises one of the core services of the Internet

• Resilience due to good engineering: layers and layers of 
redundancy

• Multiple NS records

• IP anycast

• Load Balancers



Introduction

• DDoS are becoming cheaper, bigger and more frequent:

• Dyn DDoS peaked at 1.2TB/s (Mirai Botnet, October 2016) [1]

• Root DNS DDoS 35Gb/s (Nov 2015) [2] 

• In both cases, we have seen collateral damage:

• .nl anycast sites close to Root letters also suffered during DDoS

• multiple Dyn clients (Spotify, Netflix, etc.) were partially 
unreachable 



Introduction

• Collateral damage only happens because parts of
infrastructure are shared. 

• Name servers/ IP addresses/ pipes/ autonomous systems / 

datacenters

• Sharing, per se, it is not a problem: big DNS  providers are 
more likely to have more capacity that small operators

• But they have a larger attack surface….



Dyn DDoS attack October 2016: 1.2TB/s (Mirai Botnet)



What do to?

• Research question

How much sharing is in the Root zone?

• Approach: Measurements

• Motivation: 

• Operators: I want to know who my DNS provider shares infra

• Two parts:

•Root Zone as a whole (Shared IPv4, Ases, IPv6, /24)

• Individual TLDs (Number of ASes, NSes)



Part 1: Root Zone as a whole

• Look at all NSes, A Records, and how many TLDs share 
them



Root Zone Analysis: 2014 and 2017

• Original TLDs: .com,.net, org, mil, gov, edu, int.

• ccTLDs: .nl, .ca, and .fr, etc.

• gTLDs: all the others, such as .amsterdam and .io.



Root Zone Analysis: 2014 and 2017

• new gTLDs delegations

• 4.06  IPv4 per ccTLD, 2.29 for gTLDs

• 1.79 ASv4/ccTLD, 0.16 for gTLDs



Shared NSes

Shared NSes : getting 
more concentrated 
due to new gTLDs

(but 612 gTLDs
< 10 domains1)

1: https://ntldstats.com/

https://ntldstats.com/


Shared NSes: considering TLDs zone size

Only new gTLD zone sizes: gtldstats.net 



Shared IPv4 (A Records)

• Number of zones (TLDs)
on each IPv4 A Record

• Growing concentration



Shared /24 of A Records

• Obtained IPv4 from
each NS

• Aggregate it into /24

• Count unique TLDs

• Imagine a prefix hijack…



Shared ASes of A Records (2017)

• Up to 363 TLDs/AS 

• A TLD may use multiple Ases



Part 2: Individual TLDs

• How individual TLDs look like?



Looking at individual TLDs



Looking at individual TLDs

• .dog, .money:
Multiple Origin
AS [3,4], and any 
TLD above line 
(Anycast)

• Most 4 Nses with 
< 4 Ases
6 NSes also popular



Looking at individual TLDs

• Below line: TLDs 
with multiple NSes

on a single AS 
(majority)



So far:

• ccTLDs have far less sharing than gTLDs

• Market is very different, 50% new gTLDs (612) have < 10 

domains

• 9 TLDs using 1 AS only 

• Some /24 having 360+ zones

• IPv6 subnetting also important, not that straightforward



Discussion

• Is this something we should be worried about ?

• What can we possibly do about it?

• Ops: mixed 3rd party and in-home anycast services

• There’s many other shared infra we can’t possibly measure 
(pipes, other non DNS services)

• Do we need a definition of what is “oversharing”?



Discussion

• We’d like feedback/suggestions on how to move 
forward
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Questions?


