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Context & Motivation SANDBOX

e [n 2022, performed (local-only) DNSSEC study with Falcon in PowerDNS
o Results: https://blog.powerdns.com/2022/04/07/falcon-512-in-powerdns

e Now: Broader experiments with multiple PQC algorithms
o fastvalidation, short signatures, short-ish keys

e Goal: Public deployment on the Internet, to investigate ...
o behavior of non-PQC-aware resolvers typically used by clients
o behavior of PQC-aware resolvers

e Parameters:
o KSK/ZSK (BIND) vs. CSK (PowerDNS)
o Name existence and NSEC vs. [NSEC3 conventional (BIND) vs. minimal (PowerDNS)]
o UDPvs.TCP
o DObit


https://blog.powerdns.com/2022/04/07/falcon-512-in-powerdns
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Algorithm Considerations PANDEOX
Algorithm NIST Verdict Approach Private key  Public key  Signature Sign/s Verify/s
Crystals-Dilithium-II [29] Finalist Lattice 2.8kB
Falcon-512 [31] Finalist Lattice 57kB 3307 20,228
Rainbow-1, [56] Finalist Multivariate 101kB 158kB
RedGeMSS128 [16] Candidate Multivariate 16B 375kB
Sphincs*-Haraka-128s [11]  Candidate Hash 64B
Picnic-L1-FS [17] Candidate Hash 16B
Picnic2-L1-FS [17] Candidate Hash 16B
EdDSA-Ed22519 [12] Elliptic curve 64B 32B 64B 25,935 7,954
ECDSA-P256 [12] Elliptic curve 96B 64B 64B 40,509 13,078
RSA-2048 [12] Prime 2kB 0.3kB 0.3kB 1,485 49,367

Miiller, M. et al.: Retrofitting post-quantum cryptography in internet protocols: a case study of DNSSEC. SIGCOMM Comput. Commun. Rev. 50,49-57 (2020)

e Selected algorithms with public keys and signatures < 10 KB
e Plus: astateful hash-based algorithm (XMSS)


https://dl.acm.org/doi/10.1145/3431832.3431838
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Steps Taken

e Implemented via libogs (with regular unassigned algorithm numbers)
o Falcon512
o Dilithium2
o  Sphincs-SHA256-128s
o  XMSSmt-SHA256-h40-4 / XMSSmt-SHA256-h40-8 (and other parameter sets)

e Measurements using RIPE ATLAS (~10,000 probes, ~2M queries in May 2024)
e Output variables: Rcode, Correctness, AD bit, response time

e Pre-selection: Exclude...
o probe-resolver combinations with incorrect response for RSA-SHA256 (due to noise)
o resolversin private IP ranges (due to RIPE ATLAS limitation for TCP)
o timeouts and network errors
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Queries Using an Unaware Resolver
dig A dilithium2.pdns.pq-dnssec.dedyn.io @8.8.8.8




algo

algo

00_unsigned A
08_rsasha256 -
13_ecdsa256 -
15_ed25519
17_falcon512
18_dilithium2 4
19_sphincs-sha256-128s 1
21_xmssmt-sha256-h40-4 q

21_xmssmt-sha256-h40-8 4

99.8%

100%

99.8%

99.9%

88.7%

67.2%

68.9%

68.4%

71.7%

tcp = False | do = False

0.159%

0.159%
0.127%
11.3%

32.8%

31.1%

31.6%

28.3%

vendor='bind9', is_nx=False, good-rsa

00_unsigned
08_rsasha256 -
13_ecdsa256 -
15_ed25519
17_falcon512
18_dilithium?2 A
19_sphincs-sha256-128s -
21_xmssmt-sha256-h40-4

21_xmssmt-sha256-h40-8

tcp = True | do = False

99.8% 0.184% 0.0368%
100%
99.9% 0.148%
100%
91.2% 8.85%
78.7% 21.3%
77% 23%
78.6% 21.2% 0.124%
82.3% 17.7%
NOEI;\ROR NXDdMAIN SER\‘/FAIL REFl:ISED

rcode

103

10?

10!

10°

102

10!

99.6%

100%

99.9%

99.9%

89.2%

71.1%

69.4%

70%

72.3%

tcp = False | do = True

0.414%

0.0953%
0.0954%
10.8%

28.9%

30.6%

30%

27.7%

99.8%

100%

99.9%

100%

tcp = True | do = True

0.185%

0.148%

90.4% 9.56% 0.0485%
78% 22%
71.9% 28.1%

71% 28.8% 0.176%
67.5% 32.3% 0.126%
NOEF‘{ROR NXDC;MAIN SER\‘IFAIL REFL‘JSED
rcode

10°

10?

10!

103

102

10!
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algo

algo

00_unsigned
08_rsasha256
13_ecdsa256
15_ed25519 A
17_falcon512
18_dilithium2
19_sphincs-sha256-128s
21_xmssmt-sha256-h40-4

21_xmssmt-sha256-h40-8

tcp = False | do = False

99.9%

100%

99.9%

99.8%

97.4%

89.2%

80.4%

81.3%

83.1%

0.123%

0.0918%

0.192%

2.55%

10.8%

19.6%

18.7%

16.9%

vendor='pdns', is_nx=False, good-rsa

00_unsigned A
08_rsasha256 -
13_ecdsa256
15_ed25519 4
17_falcon512 A
18_dilithium?2 A
19_sphincs-sha256-128s
21_xmssmt-sha256-h40-4 4

21_xmssmt-sha256-h40-8

tcp = True | do = False

99.9% 0.14%
100%
100% 0.0355%
100% 0.0353%
98.5% 1.48%
93.2% 6.74% 0.0411%
7.99%
90.7% 9.29%
91.5% 8.54%
NOEIIRROR NXDdMAIN SER\'/FAIL REFL‘JSED

rcode

103

10?

10t |

10°

10?

10t |

99.7%

100%

100%

99.8%

97.7%

89.7%

80.9%

81.4%

82%

tcp = False | do = True

0.338%

0.0307%

0.16%

93%

87.5%

85.7%

82%

tcp = True | do = True

0.142%

0.0355% 0.0355%

1.64%
6.99%
12.5%
14.2% 0.0682%

17.9% 0.116%

NOERROR

NXDOMAIN SERVFAIL REFUSED
rcode

10°

10?

10!

10°

102

10!
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algo

algo

tcp = False | do = False

vendor='bind9', is_nx=True, good-rsa

00_unsigned 4 0.0927% 0.124%
08_rsasha256
08_rsasha2563 100%
13_ecdsa256 99.9%
13_ecdsa2563 A 99.9%
15_ed25519 99.8%
15_ed255193 99.7%
17_falcon512 80.9% B
17 _falcon5123 81.9% 18.1%
1§ dilithium?2 62.4% 37.6%
18_dilithium23 - 57.3% 42.7%
19_sphincs-sha256-128s 62.4% 37.6%
19_sphincs-sha256-128s3 62.2% 37.8%
21_xmssmt-sha256-h40-4 63.5% 36.5%
21_xmssmt-sha256-h40-43 62.8% 37.2%
21_xmssmt-sha256-h40-8 62.2% 37.8%
21_xmssmt-sha256-h40-83 - 0.0485% 61.2% 38.8%
tcp = True | do = False
00_unsigned 4 0.14% 0.176%
08_rsasha256
08_rsasha2563 100%
13_ecdsa256 99.8% 0.0376%
13_ecdsa2563 99.8% 0.19%
15 ed25519 99.9% 0.112% 0.0374%
15_ed255193 1 99.9% 0.0758% 0.0379%
17_falcon512 4 84.9% 15.1%
17_falcon5123 84.1% 15.9%
18_dilithium2 4 67.1% 32.9%
18_dilithium23 - 65% 35% 0.0674%
19_sphincs-sha256-128s - 62.5% 37.5%
19_sphincs-sha256-128s3 63.9% 36% 0.0649%
21_xmssmt-sha256-h40-4 - 62.9% 37% 0.127%
21_xmssmt-sha256-h40-43 | 65.5% 34.3% 0.129%
21_xmssmt-sha256-h40-8 4 67% EER) 0.062%
21_xmssmt-sha256-h40-83 - 65.6% 34.3% 0.0658%
NOEF’{ROR NXDC;MAIN SER\IIFAIL REFL’JSED

rcode

10°

107

10t

10°

10°

10?

10!

10°

tcp = False | do = True

0.0925% .3% 0.123%
100%
100%
100%
99.7%
99.9%
99.7%
81.9%
80.3% 19.6%
64.4% 35.5%
62.3% 37.6%
65.4% 34.3%
64.3% 35.5%
63.8% 36%
63.5% 36.3%
63.8% 35.8%
63.3% 36.6%
tcp = True | do = True
0.141% 0.141%
100%
99.7%
99.8%
100% 0.0375%
99.9% 0.0377%
0.0532% 86.1% §
85.2% 14.8%
64.1% 35.8% 0.0786%
56.3% 43.7%
53.6% 46.4% 0.0948%
57.6% 42.3% 0.0985%
54.3% 45.5% 0.191%
54.8% 45% 0.19%
50.6% 49% 0.385%
54.2% 45.6% 0.277%
NOEF‘(ROR NXDO‘MAIN SER\}FAIL REFL’ISED
rcode

10°

10?

10!

10°

103

102

10!

10°
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algo

algo

tcp = False | do = False

vendor='pdns', is_nx=True, good-rsa

00_unsigned 0.123% 85% 0.123%
08_rsasha256
08_rsasha2563
13_ecdsa256 -
13_ecdsa2563
15_ed25519 - 0.0319%
15_ed255193
17_falcon512 4
17_falcon5123 4 0.0772%
18_dilithium2
18_dilithium23 - 0.0931%
19_sphincs-sha256-128s
19_sphincs-sha256-128s3
21_xmssmt-sha256-h40-4
21_xmssmt-sha256-h40-43
21_xmssmt-sha256-h40-8 69.3% 30.7%
21_xmssmt-sha256-h40-83 44.3% 55.7%
00_unsigned - 0.201% 4% 0.134%
08_rsasha256 4 100%
08_rsasha2563 100%
13_ecdsa256 § 100% 0.0352%
13_ecdsa2563 | 99.9% 0.142%
15 ed25519 4 0.0351% 99.9% 0.0351% 0.0351%
15_ed255193 A 100% 0.0354%
17_falcon512 94.1%
17 falcon5123 0.0831% 92.6%
18_dilithium2 - 78.3%
18_dilithium?23 0.0952% 79.5%
19_sphincs-sha256-128s 80.5% 19.5%
19_sphincs-sha256-128s3 78.2% PAR:Y 0.0493%
21_xmssmt-sha256-h40-4 - 79.5% 20.5%
21_xmssmt-sha256-h40-43 - 77.5% 22.5%
21_xmssmt-sha256-h40-8 80.1% 19.9%
21_xmssmt-sha256-h40-83 4 48.4% 51.6%
NOEIIRROR NXDdMAlN SER\I/FAIL REFlJSED

rcode

10°

102

10t

10°

10°

102

10!

10°

0.121%

0.0617%
0.062%
0.0639%
0.0642%
0.16%

0.196%
0.0984%
0.147%
0.192%
0.142%
0.233%

tcp = False | do = True

3% 0.121%
100%
100%
99.8%
99.5%
99.7%
99.6%
90.1% 9.78%
88% 11.7%
68.7% 31.1%
69.9% 29.9%
71.1% 28.8%
69.8% 30.1%
70% 29.8%
70.9% 28.9%
68.4% 31.4%
48% 52%

0.0358%

T T T

tcp = True | do = True

3% .271% 0.17%
100%

100%
99.9% 0.0358%
99.9% 0.143%

0.0358%

0.0356% 100%
100% 0.0357%
93.1% 6.86%
0.0877% 92.3% 7.63%
71% 29%
0.135% 73.8% 26%
69.6% 30.3%
68.7% 31.1%
70.1% 29.3%
68.8% 31% 0. o
66.2% 33.4% 0.474%
51.9% 48% 0.0794%
NOERROR NXDOMAIN SERVFAIL REFUSED
rcode

10°

10?

10!

10°

10°

10?

10!

10°
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algo

algo

00_unsigned
08_rsasha256 -
13_ecdsa256 -
15_ed25519 A
17_falcon512
18_dilithium2 4
19_sphincs-sha256-128s
21_xmssmt-sha256-h40-4 q

21_xmssmt-sha256-h40-8 -

vendor='bind9', is_nx=False, good-rsa

tcp = False | do = False

0.159% 99.8% J
100% 10° |
0.159% 99.8% ]

0.127% 99.9% 1

11.3% 88.7% 1

10?
32.8% 67.2% 4
31.1% 68.9% 1
31.6% 68.4% 1

10!
28.3% 71.7% 1

00_unsigned
08_rsasha256 -
13_ecdsa256 -
15_ed25519 A
17_falcon512 4
18_dilithium2 A
19_sphincs-sha256-128s
21_xmssmt-sha256-h40-4

21_xmssmt-sha256-h40-8 1

tcp = False | do = True

0.414% 99.6%
100%
0.0953% 99.9%

0.0954% 99.9%

15.2% 84.8%
50.9% 49.1%
52.9% 47.1%

52% 48%

53.4%

46.6%

tcp = True | do = False
99.8%
100%
99.9%
100%
8.85% 91.2%
21.3% 78.7%
23% 77%

21.4% 78.6%

17.8%

82.2%

-0.50 -0.25

I tql) = Truel| do = Trlue I
99.8%
100%
99.9%
100%
9.61% 90.4%
22.1% 77.9%
28.1% 71.9%
29.3% 70.7%

32.6% 67.4%

0.00 0.25 0.50 0.75 1.00 1.25 1.50 —-0.50 -0.25

correct_response

0.00 025 050 0.75 1.00
correct_response

1.25

1.50

10°

10?

10!

10°

102

10!
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algo

algo

00_unsigned -
08_rsasha256
13_ecdsa256
15_ed25519 A
17_falcon512
18_dilithium2
19_sphincs-sha256-128s
21_xmssmt-sha256-h40-4

21_xmssmt-sha256-h40-8

0.123%

0.0918%

0.192%

2.55%

10.9%

19.7%

18.7%

17%

tcp = False | do = False

vendor='pdns', is_nx=False, good-rsa

99.9%

100%

99.9%

99.8%

97.4%

89.1%

80.3%

81.3%

83%

00_unsigned
08_rsasha256 -
13_ecdsa256 -
15_ed25519
17_falcon512
18_dilithium?2 A
19_sphincs-sha256-128s
21_xmssmt-sha256-h40-4

21_xmssmt-sha256-h40-8 -

0.14%

0.0355%

0.0353%

1.48%

6.78%

8.04%

9.33%

8.54%

T T T

tcp = True | do = False

99.9%

100%

100%

100%

98.5%

93.2%

92%

90.7%

91.5%

-0.50 -0.25

0.00

025 0.50 0.75
correct_response

1.00

1.25

1.50

tcp = False | do = True

i 0.338% 99.7%
10° | 100%
_ 0.0307% 100%
_ 0.16% 99.8%
102 | 2.37% 97.6%
J 58.1% 41.9%
] 49.4% 50.6%
_ 51.2% 48.8%
10!
_ 51.7% 48.3%
, ' ' tc;') = Truel| do = Tr‘ue ' ’ '
J 0.142% 99.9%
10° | 100%
_ 0.142% 99.9%
] 0.0354% 100%
10?2 4 1.64% 98.4%
_ 7.11% 92.9%
| 12.9% 87.1%
_ 14.5% 85.5%
10!
] 18.4% 81.6%

-0.50 -0.25

0.00

025 050 0.75
correct_response

1.00

1.25

1.50
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algo

algo

00_unsigned -
08_rsasha256
08_rsasha2563
13_ecdsa256
13_ecdsa2563
15_ed25519

15_ed255193 A
17_falcon512
17_falcon5123
18_dilithium?2
18_dilithium23
19_sphincs-sha256-128s
19_sphincs-sha256-128s3
21_xmssmt-sha256-h40-4
21_xmssmt-sha256-h40-43
21_xmssmt-sha256-h40-8
21_xmssmt-sha256-h40-83

100%
99.9%
99.9%
99.9%
99.9%

100%

100%

100%
100%
100%
100%
100%
100%
100%
100%

tcp = False | do = False

vendor='bind9', is_nx=True, good-rsa

0.0721%
0.0375%
0.0641%
0.096%
0.0637%
0.0639%

00_unsigned

tcp = True | do = False

08_rsasha256 4 0.084%

08 _rsasha2563 99.9% 0.134%

1_3 ecdsa256 99.9% 0.0752%

13 ecdsa2563 99.8% 0.152%
15_ed25519 100%

15_ed255193 4 99.9% 0.0758%
17_falcon512 4 100%
17_falcon5123 - 100%
18_dilithium2 - 100%
18_dilithium23 - 100%
19_sphincs-sha256-128s 1 100%
19_sphincs-sha256-128s3 100%
21_xmssmt-sha256-h40-4 - 100%
21_xmssmt-sha256-h40-43 100%
21_xmssmt-sha256-h40-8 4 100%
21_xmssmt-sha256-h40-83 - 100%

_050 —-0.25 000 025 050 075 1.00 125 1.50
ad

10°

102

10!

10°

103

102

10!

10°

60.7%
54.1%
54.2%

67%
67.2%
91.4%
91.8%
99.9%
99.9%
100%
99.9%
99.8%
99.9%
99.8%
99.9%

tcp = False | do = True

39.3%
45.9%
45.8%
33%
32.8%
8.62%
8.24%
.105%
0.0521%

0.052%

0.157%
0.0512%

0.204%
0.0995%

58.8%
53.5%
54.5%
67%
67.2%
99.9%
100%
99.9%
100%
99.8%
100%
100%

100%
100%
99.9%

tcp = True | do = True

41.2%
46.5%
45.5%
33%
32.8%
0.05

0.0786%

0.19%

0.0923%

-0.50 -0.25

0.00

0.25

0.50
ad

0.75

1.00

1.25

1.50

103

102

10t

10°

102

102

10!

10°

SANDBOX
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algo

algo

00_unsigned -
08_rsasha256
08_rsasha2563
13_ecdsa256 -
13_ecdsa2563
15_ed25519 -

15_ed255193
17_falcon512 A
17_falcon5123
18_dilithium2
18_dilithium23 -
19_sphincs-sha256-128s
19_sphincs-sha256-128s3 4
21_xmssmt-sha256-h40-4
21_xmssmt-sha256-h40-43
21_xmssmt-sha256-h40-8
21_xmssmt-sha256-h40-83

100%
100%
100%
100%

100%
100%
100%
100%
100%
100%
100%
100%

tcp = False | do = False

vendor='pdns', is_nx=True, good-rsa

0.0618%
0.0733%
0.0613%
0.0308%
0.0319%

00_unsigned -

tcp = True | do = False

08_rsasha256 4 99.9% 0.0717%
08 r_sasha2563 1 99.8% 0.167%
1_3 ecdsa256 99.9% 0.141%
13_ecdsa2563 | 99.9% 0.107%
15_ed25519 99.9% A
15_ed255193 100%
17_falcon512 4 100%
17_falcon5123 100%
18_dilithium2 100%
18_dilithium23 - 100%
19_sphincs-sha256-128s 100%
19_sphincs-sha256-128s3 100%
21_xmssmt-sha256-h40-4 - 100%
21_xmssmt-sha256-h40-43 4 100%
21_xmssmt-sha256-h40-8 4 100%
21_xmssmt-sha256-h40-83 1 100%
050 -025 000 025 050 075 1.00 125 150

ad

10°

102

10!

10°

10°

102

10!

10°

55.5%

67.5%
67.7%
91.1%
92.1%
99.9%
99.9%
99.9%
99.9%
99.9%
99.8%
99.9%
100%

tcp = False | do = True

33.6%
45.3%
44.5%
32.5%
32.3%
8.9%
7.93%
0.0949%
0.0978%
0.0984%
0.147%
0.144%
0.19%
0.0933%

55.9%
51.5%
51.9%
65.1%
65.3%
99.9%
100%

tcp = True | do = True

44.1%
48.5%
48.1%
34.9%
34.7%

0 7

0.0439%

99.9% 0.0669%
99.9% 0.0673%
99.9% 0.083%
100%
100%
100%
100%
99.8% 0.159%
—O',SO —0'.25 O.IOO 0.I25 O.ISO O,’75 1.60 I.IZS l.ISO
ad

10°

10?

10t

10°

10°

102

10!

10°

SANDBOX
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Takeaways

e Transmission issues are real

o PQCresponse delivery rates go down significantly as response sizes increase — Falcon leads
o Gets worse depending on circumstances, like with DO bit or with NSEC3

e UDP&DO=0:
~70% KSK/ZSK responses correct

~80% CSK responses correct
o Goesupby~10% viaTCP

e UDP&DO=1:

~50% responses correct
o Goesup by ~20-40% via TCP

e 8.5% of probe-resolver pairs claim successfully validating Falcon

14



Crypto Algorithm Run Time (PowerDNS)

| | l
y

A, }D\»

100ps 1ms 10ms' 0.1s . 1s 10s  10ps 100ps 1|.'ns . 10m; 0.‘15 1s 10s
Create Keypair Duration Signing Duration

10ps 10us

A

1rr.15 .1A0ms 0.153 1s
Validation Duration

100us

10s

RSASHA256 2048bits
[0QS/OpenSSL]

RSASHA512 2048bits
[0OQS/OpenSSL]

ECDSAP256SHA256
[0QS/OpenSSL]

ECDSAP384SHA384
[0OQS/OpenSSL]

ED25519
[0OQS/OpenSSL]

ED25519
[Sodium]

ED448
[0QS/OpenSSL]

falcon512
[0OQS/OpenSSL]

dilithium?2
[0OQS/OpenSSL]

sphincs+-sha256-128s
[0QS/OpenSSL]

Xmss
[libogs]

xmssmt
[libogs]

15
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Queries Using a PQC-aware Resolver
dig A dilSERIUn2Ypdnspg dnssecidedyniie ¢bind9.pq-dnssec.dedyn.io -p 5304
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CONTACT [4

Post-Quantum DNSSEC Testbed with BIND and PowerDNS

Query our PQC-enabled DNS Resolvers

Send queries to our post-quantum enabled validating resolver! You can choose from a number of post-quantum (and classical)
signing schemes, NSEC or NSEC3 mode, and implementations for PowerDNS (source [/]) and BIND (source [/).

Zones signed accordingly are available at {algorithm}.{vendor}.pq-dnssec.dedyn.io, and eachhasa A anda TXT m

record configured. To query a non-existing name, prepend the nx label (for example). '
Queries will be sent from your browser using DNS-over-HTTPS to a BIND or PowerDNS resolvers with validation support for the y I y u =
selected algorithm. The resolver will talk to the corresponding BIND or PowerDNS authoritative DNS server (again, with

support for the selecting signing scheme), to get your response. It will then validate the signature and send the result to your

browser.
All queries are send with the DNSSEC_OK flag (+dnssec in dig), so you will see RRSIG and NSEC/NSEC3 records the the htt DS ://Dq -d n Ssec.d edvn o I O/
responses.
Algorithm Authoritative vendor Resolver vendor

Ruetyype " Dilithium2 " PowerDNS " PowerDNS "

[ nsec3 ¥4 i poman name > QUERY DNSViz 4
& non-existent name nx.dilithium2.pdns.pg-dnssec.dedyn.io -
() Credits: Jason Goertzen (Sandbox AQ), Nils Wisiol. Funded by NLnet Foundation 2022-2024 deSEC e.V. — MIT License
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https://pq-dnssec.dedyn.io/

Thank you!

...also to:

Questions?

“* deSEC

SANDBOX
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T deSEC
BaCkUp: Outlook SANDBOX

e Fixing may require revamping signature representation in DNS
o Merkle trees? ARRF?
o Does not necessarily involve a wire format / spec change
o  Orwill more robust DoT/DoH/DoQ gain enough traction?

e What would it take to make the root quantum-safe?
o  Further complications from double-signing - is this really needed?

e Totransition, any scalable solution will require DS provisioning automation

e Future work needed!
— Research agenda
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https://uwspace.uwaterloo.ca/handle/10012/18966
https://datatracker.ietf.org/doc/draft-fregly-research-agenda-for-pqc-dnssec/

