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Interconnecting home networks
In order to:

- Expand the boundaries of a

P rOb I e m single homenet to include

other homenets

Space - Enable Service Discovery on

these connected homenets

- And do it in a user-friendly
and relatively secure manner



Goals

Creating a mesh of homenets
connected by encrypted tunnels

Enabling automatic DNS-SD
browsing over multiple homes

Making those connections derive
from the relations among
homenets in a social network
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Summary, from a user’s perspective

- Plug a “Gplus-enabled” router in your homenet
- Create a Page on Google Plus for your home
- Delegate the management of the Page to the router

- Configure on your router’s Ul what services you want to share
with what circle of connected homes

- Manage the relationships of your home with other homes directly
In the social network
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Share what's new...
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Text

@ Bob's home

9918/109988850362621109918/posts

View profile as: Yourself v

@ Bob's home

This past cantains netwark settings far ather hamenets

Change cover

Metwark Settings
Glohal IPvE = 2000:c0ca:c01a:24:6092:961T:febh:8851,
Glabal IPv4 =

ULA prefix = fda0:0d1 b:6278::/48

ULAIP address =
fda0:d1b:6218:d43h:6092:96f:febh:B885f

Lacal deamain name = babs-hamenet-a00d1b62{8.1est

In your circles

Have you in circles

- config directory

@ Bob's home

This past cantains netwark settings far ather hamenets

======== Network Settings ========

- communication channel

This past contains security settings for ather homenets

Glabal IPv6 = 2000:c0ca:c01a:24:6092:96fT:febb:885f,

Glabal IPv4 =

ULA prefix = fda0:0d1h:62f8::/48

ULAIP address =
fda0:d1b:62f8:d43h:6092:96ff:febh:885f

Lacal domain name = bobs-hamenet-a00d1h62f8.test

Google+ Page
Represents a home

Have you in circles

Circles
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Managing the tunnels

- Need to exchange configuration information to bootstrap the
tunnels

Reachability information
Cryptography keys
Bob’s homenet

Alice’s homenet

-
N
|




Adding routes to the other homenets

Bob’s homenet /
\ﬁ OSPFv3

External LSA
for external
ULA prefixes

ULA prefix

Alice’s homenet




Enabling service discovery (DNS-SD)

All homenet routers implement the Hybrid u/m DNS-SD proxy

Domain name
DNS server’s ULA IP address

Recursive DNS server

responsible for the zone
alices-home-76dl12fe45a. test

Filter

Zeroconf browser
e OSPFV3 AC
(’ DNS Delegated A

Search = NS record e
. domain added via
DHCP or SLAAC

bobs-home-fe5ab90c6f.test alices-home-76d12fe45a.test
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Proof of Concept

« OpenWRT
Hnet environment (github.com/fingon/hnet)

« OpenVPN
- Python and Lua

- Google APIs



Come to see the prototype at
Bits-N-Bites on Thursday evening

Questions?
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Assumed environment

« OSPFv3 Auto-Configuration

- |IPv6 prefix(es) delegated and assigned as described In
draft-arkko-homenet-prefix—-assignment

« Hybrid m/u DNS-SD Proxy as described in
draft-cheshire-mdnsext-hybrid and
draft-stenberg-homenet-dnssdext-hybrid-proxy-ospt



Overall functional architecture

Google
=¥ Plus




