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Backgrounad:
Network Time Protocol (NTP)

Time?

Client Nov 12" 2017 12:50:30 Server
PMm

Client/Server model

Client may update its time to Nov 12’ 2017 12:50:30
oM



How does DNS depend on time”

Caching of Resource Records (RRs)

e [ime to Live indicates the duration (Time
spans)

»» QUESTION SECTION:
; WWW. google.com. IN A

» » ANSWER SECTION:
WWW . google.com. 228 IN A 172.217.9.68



How do software implementations
deal with time spans”

* [n a typical software implementation (Unbound,
Bind, PowerDNS, DNSMasq, etc)

Time spans - translated to time stamps.

updated by
NTP



Why Is this a problem?

e [Iming protocols are

. Off-path and (DoS)
attacks on NTP clients [1, 2, 3]

e [N this work we show that :

. these vulnerabillities can be leveraged to perform
on DNS cache

. Cache-sticking attack (Time shifted forward)

. Cache-expiration attack (Time shifted backwards)



Recommendation

« Not a protocol problem ©

e Deal with implementations ONLY'!

e Since we do not need absolute time, use
" (on POSIX systems)

Can'’t be set or changed manually

Not adjusted by network time protocols.



How does DNSSEC depend on
time”

Validation of crypto DNSSEC RRs

e Signature inception and expiration times (Time
stamps)

d0.dig.afilias-nst,info, 83797 IN AMAA 020188400 .1

...........

ns-ext.nlnetlabs.nl, 7598  IN RRSIG A 8 3 10200 20171129015003 20171101015003 %2
393 nlnetlabs.nl. z0cSBB8CO6IPUZ+80GxdafqMvIgCYLHKUGIWDRYEtAwIT 7 kxirecouny TRy T SHDUVZUPYobGr

103AHML7HnuDPYoFuPXIuAQNGCej8hXm2DB/NbR QotCaaXUuoQ4hqiiifwkdqbWaWSQT79Jc251CKBsCL28TOmCVYFq
hO2H kGQ=



How do Implementations deal with
time stamps”

Again,

In a typical software implementation (Unbound,
Bind, PowerDNS, DNSMasqg, etc)

updated by
NTP



Recommendations

 Fundamental problem with the protocol ®
e Have to use
The only solution

Fix Network Time Protocols ©



Measure the attack surface
RIPE ATLAS

e RIPE Atlas probes get resolvers list from DHCP

e [ota probes. Allows DNS queries to its
resolvers BUT .....

Only to public IP addresses.
0-0.myadar.l.google.com. TXT

whois.akamai.net. A

We got DNS resolvers with public IP addresses
(from probes)



Measure the attack surface
RIPE ATLAS

» To identify NTP servers from these resolvers:

answered NTP time queries.

 How many are to NTP attacks?

CAN NOT send NTP control queries from
ATLAS probes

| From outside, answered control
queries

Form inside using NLnog ring nodes in the
same ASN, answered control queries



Measure the attack surface
Open resolvers

Open Resolver Project -
Qut of 6.5M of those:

identified (Aug’'17)

still answered DNS queries (Nov'17),

answered

did a loo
answered NT

D

(authoritatives?)

KUp (open resolvers)

time queries

(recall 24.5% in Atlas)

answered NTP control queries
(0.91% from Internet, 1.23% from inside at least)



Conclusion

Time to think about time!

Refer to the draft

More attack vectors based on time?

More ways of measuring the attack surface?



